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OVERVIEW

Introduction: SDI Germany / INSPIRE

Requirements

Why do we need Security?

Where do we need Security?

Who does need Security?

Until when shall security be implemented?
Which standards can be used for what?

Are standards missing?

Discussion




;ﬁ/ Germany
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1 Nation (Federation)

with parliament (legislature),
administration (executive
authority), judicial power

16 States (,,Lander*)

each with parliament
(legislature), administration
(executive authority), judicial
power

14.000 Municipalities
with many rights of self-
government
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\;%/I_DE SDI Germany (part)

Federation

- BKG Frankfurt e

- BKG (GDZ) Leipzig e
- Federal Authorities

16 States

- SDI Initiatives ©

- SDI Network e
and SDI Offices

14.000 Municipalities
- SDI Initiatives,
- Cooperations

Geoinformation industry
- GIW Office ®

- GDI Model projects

- Cooperations
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e oE Technical and Organisational Structure of SDINGEITIAIY,

Global SDI

GeoPortal EU
Metadata Search &
Data Delivery

European SDI (ESDI, INSPIRE

GeoPortal Germany
Metadata Search &

Data Delivery
N
Steering Committee
SDI Germany (GDI-DE [ SDI Germany
J
. Federal Steering Coordination Office| Coordination Office
SDI (Federal Admin. [ Group (_IMAGI) } for , IMAGI* GDI-DE
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% Coarse Model of SDI Architecture

Access and Usage

Geo- Geo- h
Data Services

T

Geo-
Metadata

Regulations by Law, etc

oordination and Monitori

Standards (Specifications)
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% Security Issues
~77GDI-DE

Access and Usage

Geo- Geo- h
Data Services
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Geo-

Metadata

Regulations by Law, etc
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General Functions

(optional) Ordering & Delivery
CD/DVD Traditional ordering and
@ delivery
(Clip-Zip-Ship)
_—1

? — CD/DVD 9

/ @ Ordering via network,
(Spatial) Dy\ traditional delivery
\ Directly 6

\ within Session
or Ordering and delivery via
network
Notification

and Download

Lizences /
Rights of use
Prices /

Fees
Payment

@
@
@



Architecture SDI Germany Ve
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Architecture of
Spatial Data Infrastructure Germany

Version 1.0_EN

2007

A concept for sharing, access and use of
spatial data and spatial data services,
across the various levels of public authorities
and

across different sectors of eGovernment in Germany

=~/ 'GDI-DE

Spatial Data Infrastructure Germany




Architectural topics

=~ 'GDI-DE
| specs. not sufficiently developed | | notsﬁ’(r';fisc;i:zgysglelcie?g;e q I
- T NNy
Grading
GDI-DE mandatory GDI-DE optional GDI-DE prospective
Function
Data and management * Metadata catalogues: Registration * Registers
and lookup of spatial data, . Thesauri

functions

geoservices and applications
* Provision of vector data
* Provision of raster data

+ Gazetteer

» Sensor data e

Visualisation

« 2D-Visualisation

» 3D-Visualisation

General functions

+ Service monitoring

» Access control 9

* Ordering functions 9
* License management 9

Applications

» Geoportals

Information models

+ National spatial data base (NGDB)
* Defined CRSs
» Description of spatial resources

« Defined data formats
(vector, raster)

« Common license model




N 3% < ik Access Control Services (from ArchitecturesVasiso)

= Access control services require an enhancement of the communication
protocols (e.g. using cryptographic techniques) between user and service.

= The Simple Object Access Protocol (SOAP) supports nearly all requirements
for a safe communication. Other, more specialised specifications make use of

SOAP as basic technology. A well-known example is the Web Service Security
Specification (WS-S).

= The architecture recommends to use WS-S with SOAP as communication
protocol and to use at least for the transport of descriptions of subjects (so-
called digital identities) compatible standards (e.g. SAML).

Recommended Implementation Specifications
= OASIS Security Assertion Markup Language (SAML) V2.0
(Download: http://docs.oasis-open.org/security/saml/v2.0/saml-2.0-0s.zip)
= OASIS eXtensible Access Control Markup Language (XACML) V2.0
(Download: http://docs.oasis-open.org/xacml/2.0/XACML-2.0-OS-ALL.zip)

= OASIS Web-Service Security Core Specification 1.1
(Download: http://www.oasis-open.org/committees/download.php/16790/wss-
v1.1-spec-0s-SOAPMessageSecurity.pdf)



http://docs.oasis-open.org/security/saml/v2.0/saml-2.0-os.zip
http://docs.oasis-open.org/xacml/2.0/XACML-2.0-OS-ALL.zip

~ 5Gﬁl-DE

General Questions in the Security (and Safety) Context



;@j/ The value of data
~ GDI-DE

= Effort spent in creation of data

= Effort spent in software & systems
= Annual data maintenance cost

= Annual system cost

How many man-years
spent ?

Value in € ?
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Example 1: SDI of Some German States
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\% e Sequence for online usage or download

1. Link to Gateway

2. Authenticate

3. Discovery (user-dependent)

4. Selection (Layers, Bounding Geometries, ...)

5. Combination of Layers, etc.

6. Calculate Price (underlying Price Model) € optional
/

. Contract between Data Owner and User
(e.g. Terms of Use, Copyright)

8. Delivery (or online usage)
9. Invoicing € optional
10.Payment € optional
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Customer

I-DE

Web

OWS

Functional Structure Geoportal

:  Intranet 9 9
A%’gt‘;ztrrtztf Maint. 1 Maint. 2 Maint. 3 Maint 4 Maint 5
Website Security Products Metadata Data
and & Prices &
Geoportal X Shop Admin. Customers Naviga-
Rights tion Data
Discovery Services i i ¢ ¢ ¢
Viewin rvi
> ewing Services v ¢ v + ?
g Download Services Function 1 Function 2] | Function 3| ' Function4 | Function5
3 s .. Website Security Products Navigation Data OWS
(4] Inquiries on Cadastre and & Prices & Ordering,
(O] Information, etc. Shop Admin. Customers, = Shopping Data Use
Rights Cart
Gl Services 4 4 L 0 b
& Gl Tools < v v v v v
OGC-conformant IFunction 10| Function 9/ |Function 8| | Function 7| [Function 6
ol Web Services (OWS)
Delivery, Inventory Production Order Gl Services
Data (manually) (manually | 'Processing| &
Collection | | | | GlTools |
Administrator
EO - L
(C) 2007 LGV Hamburg B 16




J%/I o Example 2: EGN Multinational SDI Service (WESEISASEW)

Example 2: EuroGeoN Multinational SDI Service (WFS-based)
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Heh1oE Architecture EuroGeoNames

| Reference :
—~ - GeoName A I J ._: - GeoName

a

client side
server side

-

BT

P
%

EGN-GS EuroGeoNamas - Web (Gazettear) Service
based on a Web Feature Service (WF3)

N-GNDB National Geographic Names Database (N-GNDB NL -> Database of
the Netherlands containing authoritative Dutch geographical namesdata)

N-GS  National Gazetteer Service (N-GS NL -> Service of the Netherlands)
based on a Web Feature Service (WFS)

AGS  Additional gazetteer services

A-GNDB Additional geographic name database

A-GN A-GNDoc Additional geographic names held in documant
Doc Eronym. Deates conaig sony




Firewalls
GDI-DE

oy =

Lg‘t Eu;oGeugraphics ir % Business Case
== eference ==

~ — N Appl.
e GeoName Appl. /' = Geotiame App

4

client side
server side

'] \gb Biats | e

() Firewall

Legend:

EGN-GS EuroGeoNames - Wab (Gazefteer) Service
based on a Web Feature Service (WFS)

N-GNDB National Geographic Names Database (N-GNDB NL -> Database of
the Netherlands containing authoritative Dutch geographical namesdata)

N-GS  National Gazetteer Service (N-GS NL -> Servica of the Netherlands)
based on a Web Feature Servica (WFS)

AGS  Additional gazetteer services

A-GNDB Additional geographic name database
A-GNDoc Additional geographic namas held in documant
ExBnBym Database containing exonyms



Points of Concern
~"'GDI-DE

'.""1 Business Case
e
ES;—;] GeoName Appl.

{71 EuroGeographics
‘ E‘% Reference

'&é Business Case e
= N Appl.
o GeoName Appl. /' = GeoNmme:App AN )

Read &
client side Manipulate
server side . Denial of

oe" service

Gazetteer
Service

Firewall
(S >

Virus, Worm,
rojan & Co

Legend:
EGN-GS EuroGeoNames - Web (Gazetteer) Service
based on a Web Feature Service (WFS)

N-GNDB National Geographic Names Database (N-GNDB NL -> Database of
the Netherlands containing authoritative Dutch geographical namesdata)

N-GS  National Gazetieer Service (N-GS NL -> Service of the Netherlands)

based on a Web Feature Servica (WFS)
AGS  Additional gazetteer services
A-GNDB Additional geographic name database
A-GN A-GNDoc Additional geographic namas held in documant
Doc
Exgnaym Database containing exanyms
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Possible countermeasures

oy

‘ E‘i&] Reference

GeoName Appl. _

EuroGeographics || —

4 |

\§ Business Case
I GeoName Appl

Business Case i W

‘ \‘t‘j GeoName Appl

client side
server side

Logical &

Gazetteer
Service

Physical Access
Control

Data Access
Control

Malware

Protectection

Countermeasures
are necessary
at EGN central site
> and
at EGN decentral sites
and

within applications

J

Legend:

EGN-GS EuroGeoNames - Web (Gazetteer) Service
based on a Web Feature Service (WFS)

N-GNDB National Geographic Names Database (N-GNDB NL -> Database of
the Netherlands containing authoritative Dutch geographical namesdata)

N-GS  National Gazettear Service (N-GS NL -> Servica of the Netherlands)
based on a Web Feature Service (WFS)

AGS  Additional gazetteer services

A-GNDB Additional geographic name database
A-GNDoc Additional geographic names held in documant
Exgg'm Database contalning exanyms



=~ 'GDI-DE

= EuruGeugraphlcs Business Case

‘\‘1 Business Case H

Will the smilies come by themsel\

= Name Appl. Name Appl.
GeoName Agpl.. . \:] GeoName App Geu ame App
‘ ‘ ‘ Encryption
client side Logical &
server side Physical Access
Contro!

Gazetteer
Service

=
é A »
-GS /e $ %&@

\

N-GS

e (O O ass

pe \‘{\'ﬂ
S

A-GN
Doc

Cou ntece@ S
cessary
‘\Q

%at EGN central site
and

at EGN decentral sites
and

within applications

Legend:
EGN-GS EuroGeoNames - Web (Gazetteer) Service
based on a Web Feature Service (WFS)

N-GNDB National Geographic Names Database (N-GNDB NL -> Database of
the Netherlands containing authoritative Dutch geographical namesdata)

N-GS  National Gazetteer Service (N-GS NL -> Service of the Netherlands)
based on a Web Feature Service (WFS)

A-GS  Addltional gazetteer services

A-GNDB Additional geagraphic name database
A-GNDoc Additional gaographic names held in document
ExBnBym Database containing exonyms



https and Virtual Private Networks

=~ 'GDI-DE
:’:l— EurDGeugrﬂphi‘:—;..;:".}_ Business Case ||| .| Business Case : R
E:@ g:?;;’:: App[f‘;\‘j@ GeoName Appl. ) 1;:—3 GeoName Appl. | s ‘ﬁﬂ °
& ‘https ‘ eces
()
client side \s %, Firewall
server side \ ‘b&,
‘ Gazetteer ‘A“
- Service Virtual
'~.... ) E:L Private
Networks
=Security

Legend:
EGN-GS EuroGeoNames - Web (Gazetteer) Service
based on a Web Feature Service (WFS)

N-GNDB National Geographic Names Database (N-GNDB NL -> Database of
the Netherlands containing authoritative Dutch geographical namesdata)

N-GS  National Gazettear Service (N-GS NL -> Servica of the Netherlands)
based on a Web Feature Service (WFS)

AGS  Additional gazetteer services

A-GNDB Additional geographic name database
A-GNDoc Additional geographic names held in documant
ExB?'m Database contalning exonyms



Start with: Requirements

~ ;Gigl-DE
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/1~ EuroGeographics |~ Business Case
1425 Reference B GeoName Appl
‘fu GECRENN APRL. ".L.i" I

@Define diff

Business Case i =
GeoName Appl.

&f users
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L ]
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etermination; ...

A

s are allowed to do

(3 Firewall

S
» [
. ecurity
L/
Q. =
) Lot Virtual
. L] .
. h.softwares are involved Private
. ) Networks
]
O priate.measures
Legend:
[ EGN-GS EuroGeoNames - Web (Gazetteer) Service
based on a Web Feature Service (WFS)
N-GS N-GNDB  National Geographic Names Database (N-GNDB NL -> Database of
DE A-GS the Netherlands containing authoritative Dutch geographical namesdata)
N-GS  National Gazetteer Service (N-GS NL -> Service of the Netherlands)
o ple Operate Reuton i Fetos S WP
AGS  Additional gazetteer services

Doc

A-GNDB Additional geagraphic name database
A-GNDoc Additional geagraphic names held in document

Exonym Databage containing exonyms
-0B



\% = Questions and Information ...

Kontakt: Ronald Mordhorst
Geschafts- und Koordinierungsstelle GDI-DE
Bundesamt fur Kartographie und Geodasie
Richard-Strauss-Allee 11
60598 Frankfurt
Tel: 069 / 6333-477 (oder -258)
E-Mail: ronald.mordhorst@bkg.bund.de

Information / Service:

www.qdi-de.org

www.imaqgi.de

www.bkg.bund.de

www.geoportal.bund.de / www.geodatensuche.de

www.geodatenzentrum.de

i
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http://www.gdi-de.org/
http://www.gdi-de.org/
http://www.imagi.de/
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http://www.bkg.bund.de/
http://www.bkg.bund.de/
http://www.geoportal.bund.de/
http://www.geodatensuche.de/
http://www.geodatenzentrum.de/
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